TARC

System Security Program Plan


1.0
Introduction/About This Plan

1.1
Summary Statement

To emphasize the importance of security in all aspects of our organization, TARC has established a set of comprehensive security activities, which are documented in this System Security Program Plan.  The overall goal of this program is to maximize the level of security afforded to all of our passengers, employees, and any other individuals who come into contact with our system, as well as vehicles and facilities.

As a result of this program, TARC hopes to achieve not only an improved security record but to establish security in concert with system safety as its number one priority.  In order to be effective the program documented below is oriented toward identifying potential security problems and implementing remedial and/or mitigating solutions before security breaches can occur.  In addition, the Program Plan emphasizes post-security breach analysis so that appropriate and effective steps can be taken to minimize or prevent breaches in the future.

The purpose of this plan is to help establish and maintain the System Security Program Plan for the system.  It serves as a blueprint for all security activities by:

· Establishing how security activities are organized

· Outlining employee responsibilities

· Instituting threat and vulnerability identification, assessment, and resolution methodologies; and

· Setting goals and objectives.

This plan will be updated as needed to record and evaluate past security performance of this system, to identify modifications that are needed and to establish objectives for the upcoming year.  Although this plan sets a course for the direction of the Security Program to follow, the plan’s existence alone does not guarantee success but also:

· A commitment by TARC Management and all of its members to incorporate security into every aspect for TARC operation is the only way to ensure results.

Security sensitive information and support documentation are not in the primary System Security Program Plan document but are on file as indicated below: 

System Security Documentation

On file

Disaster Preparedness Plan (Terrorism)
Office of Safety, Security & Claims

Bomb Threat Plan



Office of Safety, Security & Claims

Route Threat Analysis



Office of Safety, Security & Claims

Legal Liability Reports


Office of Safety, Security & Claims

Police Officer Directory


Office of Safety, Security & Claims

Incident Report by Line


Office of Safety, Security & Claims

System Safety Program Plan


Office of Safety, Security & Claims

Crisis Management Plan


Department of Marketing

Evacuation Plan



Office of Safety, Security & Claims

How to Handle a Robbery (SOP 0005)
Office of Safety, Security & Claims   

1.2
Definitions

Emergency: A situation which is life threatening to passengers, employers, or other interested citizens or which causes damage to any transit vehicle or facility or results in the significant theft of services and reduces the ability of the system to fulfill its mission.

Safety: Freedom from accidental danger

Security: Freedom from intentional danger

Security Breach: An unforeseen event or occurrence, which endangers life or property and may result in the loss of services or system equipment.

Security Incident: An unforeseen event or occurrence, which does not necessarily result in death, injury, or significant property damage but may result in a minor loss of revenue.

Security Threat: Any source that may result in a security breach, such as vandal or disgruntles employee; or an activity, such as an assault, intrusion, fire, etc.

System: A composite of people (employees, passengers, others), property (facilities and equipment), environment (physical, social or institutional), and procedures (standard operating, emergency operating, and training), which are integrated to perform a specific operational function in a specific environment.

System Security: The application of operating, technical, and management techniques and principles to the security aspects of a system throughout its life to reduce threats and vulnerabilities to the most effective use of available resources.

Threat Analysis: A systematic analysis of a system operation performed to identify threats and make recommendations for their elimination or mitigation during all revenue and non-revenue operation.

Threat Index: A quantitative measure interfacing the numerical probability of a threat with the severity of the threat.

Threat Probability: The probability a threat will occur during the plan’s life.  Threat probability may be expressed in quantitative or qualitative terms.  An example of a threat-probability ranking system is as follows: (a) frequent, (b) probable, (c) occasional, (d) remote, (e) improbable, and (f) impossible.

Threat Resolution: The analysis and subsequent action taken to reduce the risks associated with an identified threat to the lowest practical level.

Threat Severity: A qualitative measure of the worst possible consequences of a specific threat.

Category 4: Catastrophic.  May cause death of loss of a significant component of the transit system, or significant financial loss.

Category 3: Critical.  May cause severe injury, severe illness, major transit system damage, or major financial loss.

Category 2: Marginal.  May cause minor injury or transit system damage, or financial loss.

Category 1: Negligible.  Will not result in injury, system damage, or financial loss.

Vulnerability: Characteristics of passengers, employees, vehicles, and/or facilities, which increase the probability of a security breach.

1.3
Statement of Purpose

TARC has adopted a proactive, preventive-oriented approach.  However, no matter how well planned and implemented security is, there will always be some security breaches that will require reactive law enforcement actions.  This is expected and provisions will be made.  Current thinking regarding transit security emphasizes the importance of identifying potential threats and areas of vulnerability, developing approaches that will minimize those threats and vulnerabilities, and demonstrating a clear and proactive approach to security.

In short, “System Security” means threat and vulnerability management.  One of the essential purposes of the Program Plan is to:

· Define explicitly the security roles of each person and department,

· Detail their functions, and

· Establish milestones for developing and implementing the program.

1.4
Goals, Objectives, and Tasks of the Program

Goals

The only goal of the plan is to implement a program that maximizes TARC security.  In this section a set of broad system-specific objectives supporting that goal are identified and listed.  In addition, each of the objectives have been associated with a set of very specific tasks.

Objectives







Tasks
	To use the accident information analyses program to log all security breaches so that appropriate analysis and decisions can be effectively made.
	Log incidences by date, time, location, and disposition.

The system has query capability and can compare similar periods with like data.

	To make the transit system much more proactive in preventing of mitigating security programs.
	TARC’s Security Committee is made up of bus operators, road supervision, training and management.  Police are invited to participate.

	Install new digital security surveillance system that records, pans, tilts, and zooms.
	An expandable 16-camera system is now in place that monitors entrances, high security areas, parking lots, and traffic.

Equip Ten (10) buses with digital cameras.

An expandable 4-camera system is now in place that monitors entrances and high traffic areas at the NIA center.

	To reduce the overall volume of security breaches by 10% annually.
	Increase the average amount of time that passes between breaches of violent occurrence.

Increase the number of passengers transported between each security breach.

	To provide a mechanism to monitor security systems now in place.
	Systematic testing of the duress alarm system at the NIA.

Systematic testing of the door alarm systems at the 10th Street division.

	To increase the visibility of TARC members and visitors.
	TARC provides photo I.D.’s and visitor badges to members and guests.


1.5
Scope Of The Program

The Transit Authority of River City (TARC) has taken a proactive approach to security through the development and implementation of a Program Plan.  The system is dedicated to maximizing the safety and security of all its customers, employees, vehicles, equipment and facilities.

The functions of the security force employed are to maximize passenger and employee security, minimize fare evasion incidences, vandalism and generally increase the quality of service.

TARC currently employs Louisville Metro Police Officers that work as assigned by the Safety and Security Department for TARC.  Officers are primarily assigned according to the threat and vulnerability assessment, and complaints.    The primary function serves as a deterrent against criminal activity on public transit.

TARC contracts site security with Diamond Detective Agency.  Only properly trained and licensed guards are assigned.  The Safety and Security Director makes any necessary changes to the security staff as deemed necessary.  Diamond Detective Agency supplies round the clock patrol of the facilities.

This program will be reviewed and updated as often as necessary.

1.6
Management and Legal Aspects

The authority and legal aspects of management relate directly to the expected liabilities associates with the systems security role.  For example, in some states, the maximum liability that can be assessed to a transit system is limited by legislation.  The liability would extend to the security forces and the activities in which they are engaged.  (See Lovelace v. Anderson, City of Louisville v. Brown)

2.0
Transit System Description

2.1
Background and History of the Transit Authority of River City

What was known as the Louisville Transit Company operated until 1974, when the operation was sold to the City of Louisville due to declining ridership and escalating costs.  Following the passage of a ballot on September 1974 that provided a 0.2 percent occupational tax for support, public transportation in Jefferson County became a reality.  Since 1974, by making a vast number of service improvements to this community, TARC has developed a viable base for future expansion and better service.

2.2
Organizational Structure: (See Attached Organizational Chart)
Executive Director




Director of Safety and Security

2.3
Transit Facility Locations

2.3.1
  There are three main buildings which includes:

· Executive Director’s Office

· Department of Safety and Security

· Human Resources Department

· Marketing/Planning Department 

· Finance Department

· Customer Service/Paratransit

· Credit Union

· Training Department

· Information Technology

Passenger bus stops are located outside of each facility.

3.0
Transit Services/Operations

TARC operates Fixed Route, Express Route, and Community Shuttle Services.  There is no light rail, commuter rail, or subway operating within the TARC system.  Paratransit service is contracted to MV Transport and the American Red Cross (Wheels) Transit Services.

3.1
Operating Environment

Traffic: Rush hour delays, congestion and construction continually hamper traffic within the Louisville Metro System.

Weather: Weather within the Louisville area includes typical Ohio Valley Winter, Spring, Summer and Fall conditions.  The area is subject to infrequent ice storms, heavy snowfall, tornado, and flooding.

Geography: Louisville has several major freeways (I-71, I-64, I-65, I-264, and I-265).  Cars, trucks, and semi-tractor trailers daily heavily travel these freeways.  Each major roadway seems continuously under construction or repair.

Crime Rates: Louisville Crime Rate is currently in decline.  According to FBI statistics, robbery, motor vehicle theft and arson are all lower than previous years.  Transit crime is not separated on the report.

3.2
Facilities and Equipment

TARC is fortunate to have the ability to house the fleet within a single garage.  This allows for protection from the harsh elements of winter and possible vandalism.  The bus wash system is located within the garage to maintain the cleanliness of the fleet.  

3.3
Passenger, Vehicle and System Security Plan 

The System Security Program Plan is designed to protect TARC employees, customers, facilities and equipment with the best security possible.

4.0
Current Security Measures

Currently, TARC operates with a Safety and Security Director, sixteen part-time police officers and a staff of contracted security guards.  Police officers are assigned as needed to ride the system.  Officers ride plain clothes unless otherwise directed.  Two officers are staffed a total of five days a week to provide additional third shift security to the Union Station facility.

4.1
Existing Security Capabilities and Practices

4.1.1
Proactive Measures: TARC has established a Safety and Security Committee to discuss measures and make recommendations for TARC management to consider.  This committee consists of the Director of Safety and Security, four coach operators, radio room dispatcher, the training supervisor, road supervision, and union president.  The committee also serves as a Security Breach Review Committee.  Some of the suggestions recommended by the committee:

· To develop a Self-Defense policy and to afford training in verbal diffusion and minimal blocking techniques.

· To afford bus camera surveillance.

· To work cooperatively with the school system in dealing with rowdy behavior from students.

4.1.2
Response Measures: TARC relies heavily upon the support provided by the Louisville Metro Police Department.  

Road supervisors respond to low-level disturbances but must obey all traffic laws regardless of the need or urgency.

4.2
Bomb Threats, Fire Emergencies, Robberies and Major Disaster

Response to the above mentioned incidents will be handled as stated in the following procedures.  TARC Director of Safety and Security will be notified immediately and should respond to the scene.  Notifications will be made in accordance with the Emergency Notification Table located in the radio room.

5.0
Threat and Vulnerability Analysis (TVA)

6.0
Bulletins and Standard Operating Procedures

6.1
Intoxicated Passenger on Coaches 
TARC operators experience several types of disruptive passengers, including intoxication.  Fortunately, most of the individuals do not cause harm to other passengers, or the operator.  Operators are asked to manage the coach, handling each situation according to the events taking place.  Listed below are some recommendations.

· Intoxicated passenger harassing other passengers:

1. Notify the radio room immediately

2. Advise the radio room of your coach number, location and problem

3. If possible, advise passengers to move away from that passenger

4. DO NOT LEAVE THE DRIVER’S SEAT


5. Follow the instructions of the radio room

· Intoxicated passenger sleeping on coach:

1. Notify the radio room immediately

2. Advise the radio room of your coach number, location and situation

3. DO NOT TOUCH THE INDIVIDUAL

4. If you are unable to awaken the passenger, notify the radio room and request assistance

6.2
Fighting Among Passengers 

Occasionally, incidents on board escalate into verbal of physical altercations.  If this occurs, the following suggestions may help:

· Alert radio (Inform them of your coach number, location and trouble).  Is a weapon involved?

· Remain calm.

· Stop at a safe location and open both doors.  DO NOT ATTEMPT TO BREAK-UP THE FIGHT by getting between the individuals.

· Inform passengers to move away from the individuals that are fighting.

· If the individuals leave the coach prior to police arrival, close the doors immediately.  DO NOT ALLOW THEM TO RE-ENTER THE COACH.
· Notify radio room of the present situation and leave the area.

· Include a description of individuals involved on your incident report.

6.3
Fare Disputes – Inability/Refusal to Pay 

Passengers boarding a coach and failing to render the fare or short pay the fare present an increasing possibility or verbal or physical confrontation.  If a passenger boards and refuses to render the proper fare, the operator should complete the following steps:

· Operators will ask passengers to render a proper fare once.  Do not involve yourself in an argument with passengers.

· Operators should not stop service on a coach full of passengers because one passenger refused to render a fare.  Other passengers deserve the right to arrive at their destination of time.

· The operator should notify the radio room of the situation and proceed in route.  

· If a passenger becomes disruptive, the radio room will be notified and will notify the local police to remove the passenger.

This is standard practice at TARC.

6.4
Rowdy School Children 
Purpose: The purpose of the procedure is to establish TARC’s position regarding rowdy school age customers creating disturbances, becoming a nuisance, and/or harassing other customers of TARC.

Goal:

· To provide a mechanism for reducing the frequency of rowdy behavior of school age children while riding TARC.

· To establish these matters as school specific and best dealt with by the school system.

· To reinforce the operators efforts in appropriately managing the coach.

Disorderly conduct: Includes fighting, threatening, making unreasonable noise, shoving, kicking, and harassment.

TARC met with officials within the school system to discuss an approach for handling these types of concerns.  We have their support.  Unlike previous years, we now have a single point contact at JCPS and TARC.

The Safety and Security Department will notify JCPS within 24 hours.  JCPS will work with the school and/or send monitors or security to assist the next day.  If the school is unknown, TARC security will ride the coach to speak with the students, learn the identity of the school and the names of those students creating the disturbance.  Bus camera surveillance systems support the process.

6.5
How To Handle A Robbery 

Purpose: The purpose of this procedure is to establish TARC guidelines for handling a robbery or theft in such a way that the likelihood for such an occurrence is diminished. Additionally, should a robbery occur that no one is hurt.    

Goal: 

· To reduce the likelihood of a robbery or theft occurrence.

· To promptly and effectively manage such occurrences should one occur.

· To provide team members with vital information and education concerning robbery.   

Policy:  

It is the intention of TARC to provide the safest and most secure atmosphere possible.  As such, safety and security belongs to each of us. Knowing what to do to avoid such an occurrence or how to handle an event such as the one described above is both obligatory and important.   

On the Bus: Carry as little cash as possible. Wearing jewelry or discussing personal business such as paydays, hourly wage or anything else might make you a target. Personal belongings should be kept out of sight and out of reach. If you leave the bus, remember to take items of value with you.  

On Site: Keep purses and items of worth safely stored away.  Keep seldom used doors locked. Report suspicious activity immediately.  Before you leave the safety of the building, take a moment to look outside. Guards are available for escort. Walking to your personal car, carry your keys in hand.  

Kiosk employees should keep cash registers and Lost and Found areas locked when not in use or unattended.

Wear the TARC ID. In addition, report people who are not wearing a TARC ID to Security.

Should a Robbery Occur: These tips have been offered by the Louisville Division of Police:

· Don’t panic.

· Get it over with.

· Don’t fight with the robber.

· Do what the robber tells you to.

· Most robbers are armed. Do not startle the robber, they are probably nervous too.

· As soon as the robber leaves, lock the door (on the coach, close the door)

· On site, call 9-911 and alert them to what has happened. Afterwards notify radio. Radio will notify all appropriate parties.

· Don’t discuss the robbery with other witnesses or victims.

Advice offered by the police should be considered as guidelines and may not apply to every situation.  

7.0
Life Threatening Situations

When confronted by a disruptive passenger, assess the situation.  If the individual has threatened to harm you or another employee, please observe the recommended procedure detailed below:

· The Priority Request To Talk feature allows you to immediate access to the radio room

· Explain the situation giving exact location and nature of the problem

· Remain calm

· Do not move the bus.  Police will be responding to the location given to them

· Open both doors

8.0
Transit Authority Of River City Policy On Workplace Violence

The Transit Authority of River City is committed to providing a safe and secure workplace for all TARC Team Members.  Consistent with that commitment, TARC hereby adopts the following policy, applicable to all TARC Team Members: Threats, threatening or intimidating behavior, and acts of violence by TARC employees toward other TARC employees, passengers, visitors, guests or members of the general public on or off TARC property, are strictly forbidden and will not be tolerated. Examples of prohibited conduct include, but are not limited to: intimidation, abuse, threats of direct or indirect physical harm, harassment, stalking, screaming, pushing, kicking, hitting, spitting or assault or disruptive behavior in any form.  Such behavior may be oral or written, overt or implied, in the form of a gesture or expression, or as an outright physical act.

Any person who violates this policy may be removed from the premises as quickly as safety permits, may be suspended without pay and may be required to remain off the premises pending the outcome of TARC’s investigation.  If the investigation substantiates a violation of this policy, the offender will be subject to discipline including, but not limited to, suspension with or without pay, reassignment, and termination of employment; as well as possible criminal prosecution.

All TARC Team Members are encouraged to report any violations of this policy, which they have personally received or witnessed. Any such report should be made immediately and may be made to any member of TARC management.  Such a report should be made regardless of any known relationship between the parties to the threat, threatening behavior or violent act and regardless of whether the threat or action appeared to be real or in jest.  TARC Team Members should take care to avoid joking or other behavior which might be interpreted as threats, threatening behavior or violent acts.

A related issue involves the occurrence in the workplace of incidents of domestic violence, i.e., verbal or physical abuse by one spouse or domestic partner against another.  Examples of specific acts of domestic violence would be the same or similar to those examples set forth in paragraph 1 above.  Such incidents can create a dangerous situation for the affected individual, as well as co-workers.  TARC Team Members who believe themselves to be at risk for such occurrences are urged to speak with a supervisor, a representative of the Human Resources department or an EAP counselor.  The TARC Safety and Security Department should also be made aware of the potential threat.  Depending on the circumstances, certain security precautions can be taken to reduce the risk of domestic violence incidents occurring on TARC premises. All reports of domestic violence situations will be kept confidential to the extent possible.  Specific information regarding any report of domestic violence will be disclosed only with the explicit consent of the individual making the report or as necessary to avoid any immediate threat of injury to another TARC employee, to a TARC customer or to a member of the general public.

Workplace violence is a serious problem, which TARC is determined to deal with in an equally serious and expeditious manner.  The full cooperation of all Team Members is needed and expected in the investigation, discipline and/or possible prosecution of individuals found to be in violation of this policy. Such cooperation is necessary in order for TARC be able to maintain a workplace free from violent threats and actions.

___________________________________

_________________

J. Barry Barker, Executive Director


Date
9.0
Transit Authority Of River City Policy On Self-Defense
The TARC Discipline Code prohibits TARC Team Members from threatening physical harm to TARC passengers.  TARC recognizes, however, that situations may arise in which it is necessary for Team members to use physical force for purposes of self-defense.  Accordingly, TARC hereby adopts the following policy on the use of force for purposes of self-defense.

The use of physical force upon another person by a TARC Team Member is permitted when such force is necessary to protect himself or herself against the use of imminent use of unlawful physical force by the other person.

It is extremely important for Team Members to be aware that they should always first use verbal or other non-physical methods to attempt to control any threatening situation.

Physical force should be used only as a last resort.

Teams Members should use only that amount of physical force necessary to stop any attack.  Once the situation is brought under control, the use of physical force must cease.  A Team Member may not leave his or her bus in order to initiate or continue the use of physical force.  Leaving the bus is only permitted for purposes of escape from physical harm.

In using physical force, Team Members must take care not to injure or endanger other passengers or third persons.  TARC will, as necessary, provide appropriate training in self-defense and use of force.

Adoption of this Policy on Self-Defense does not in any way alter the obligation of all TARC Team Members to comply with existing TARC policies establishing reporting procedures in relation to altercations or similar situations which might arise, nor does it in any way alter the obligation of all Team Members to comply with all provisions of the TARC Discipline Code.

If any Team Member has questions about, or requires clarification of, the Policy of Self-Defense, he or she should contact the TARC Director of Safety.

__________________________                              
_______________________

Executive Director




Date

10.0
Unlawful Bus Conduct Ordinance

Pursuant to Chapter 73 of the Jefferson County, Kentucky Code of Ordinance, a person is guilty of unlawful bus conduct if he or she:

1.
Intentionally or wantonly causes physical injury or reasonable apprehension of physical injury to an operator or passenger of the public transportation system.

2.
Intentionally or wantonly throws or projects an object or substance at or near the operator.

Any person who is convicted of violating this law may be subject to imprisonment and/or fine.  TARC will seek to have persons who violate this ordinance prosecuted to the fullest extent of the law.

11.0
Jefferson County Sheriff-TARC Community Support Program

This voluntary board and ride program is primarily a summer program that provides cost-free security to select TARC coaches.  The program is driven by deputy reservists who volunteer their services to make a community difference.  Continuance of the program, the amount of deputies supplied to lines and runs depend largely upon the availability of the deputy reserve workforce.  In only it’s first year of development, fifteen deputies provided support at no cost to TARC.

12.0
Reporting Crime Activity Per National Transit Database Requirements

TARC currently has an existing system for reporting, collecting and analyzing data, which indicated the extent and nature of transit bus crimes that are reported to the Security Department for TARC.  TARC has an excellent relationship with the Louisville Metro Police Department and is seeking to obtain sharable information as it related to transit crime.

Bus operators are required to complete any incident occurrence following their tour of duty.  This data is gathered and stored in the Office of Safety and Security.

In addition, guards are required to complete written reports on all security-related incidents that occur during their tour of duty.  These written reports are incorporated into the data collected by the Director of Safety and Security.

13.0 Bomb Threats

Unlike acts of terror, a bomb threat is intended to create disruption and not to cause physical harm. However, any incident of a bomb threat is given serious consideration. As such, a bomb threat plan was developed to establish guidelines t in anticipation of such an event, The Louisville Bomb Squad also made presentation of their roles and responsibilities and provided an overview of the city’s experience with such events. Members most likely to receive such a call (i.e. customer service, receptionist, etc.) received training concerning bomb threats and how to handle such occurrences. 

A written bomb threat plan is on file on the Office of Safety, Security and Claims

14.0 Acts of Terrorism

Homeland Security and the FTA provide guidelines that TARC makes use of to better react to acts of terrorism. Included are procedures for:

· Housekeeping 

· Recognizing and reporting unknown substances and suspicious packages 

· Standard response guidelines to isolate, evacuate and get help 

· Appropriate handling of suspect packages or envelopes.

TARC’s disaster plan provides response guidelines. In addition, TARC is scheduled to participate in a full-scale event that considers acts of terror in the Fall of 2003.  

Office of Safety, Security and Claims
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